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Introduction
Writing this book was a far more difficult task than I realized when I first set out. This
book has actually been well over a decade in the making. Starting out as a simple
thought experiment to determine how I might be able to hack into any organization,
over the years, it turned into more of an obsession.
Finally, after many years of penetration testing, I felt that not only did I have a solid
game plan to successfully hack even the most secure organizations, but I also had
plenty of firsthand experience that gave me my own unique perspective.

Why This Book?
This book was written with one crystalized purpose: to prove that regardless of the
defenses in place, any organization can have their most valuable assets stolen due to
the complete immersion of technology with our world. The truly alarming fact is that
not only is this possible, but it is probably far easier than most people realize.

Who Should Read This Book?
This book was originally written for anyone tasked with ensuring the security of their
organization, from the CSO to junior systems administrators. However, much of the
book will provide enlightening information for anyone even remotely interested in
security.
The people who will most likely gain the most from this book are the foot soldiers
who must make tactical security decisions every day. People like penetration testers,
systems administrators, network engineers, even physical security personnel will find
this book particularly helpful. However, even security managers and C-level personnel
will find much of this information enlightening.

What This Book Covers
This book starts out at a very high level and quickly gets into the nitty-gritty of
attacking an organization and exploiting specific vulnerabilities. These examples are
meant to be actionable, hands-on examples that you can test yourself. However, it’s
critical to understand that in no way should this book be considered to contain every
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detail that is necessary to hack any organization. Hopefully, every reader understands
that to contain every detail, this book would quickly reach a size that would not fit on
any bookshelf. Instead, in an attempt to find balance, many things that are believed to
have been covered adequately by other books or that are assumed to be known by a
reader with a moderate understanding of hacking have been left out of this book.
In an attempt to give the most real, unabashed, and meaningful perspective, there
has been no tiptoeing around sensitive subjects, and nothing has been held from this
book for fear of being too controversial. This book has been written from the
perspective of a criminal, with no other goal than to take your organization’s most
meaningful assets by any means necessary (aside from violence).
It is only with this perspective that we can meet Sun Tzu’s tenet of knowing thy
enemy. And with that perspective begin to adequately defend against these types of
threats.
It is also important to understand the difference between the typical use of the word
APT and the meaning in this book. In this book, I attempt to commandeer the term
APT to define a new type of hacker able to infiltrate any organization despite a very
small budget and surprisingly with very accessible skills. As always with everything I
do, there may be a small dash of tongue-in-cheek humor.

How Is This Book Organized?
In the first part, we stick to the high-level concepts that make every organization
vulnerable. In Chapter 2, we discuss a few interesting real-world examples of both
unsophisticated and sophisticated threats.
In Chapter 3, we discuss the methodology you must follow to become capable of
hacking any organization. This methodology includes a few hard-set technical skills
that you must obtain; however, it is primarily dominated by the correct system and
mental constructs necessary to hack any organization.
Chapters 4 and 5 dive into the first tactical steps in the methodology and cover in
detail the technical and nontechnical types of data you should attempt to obtain about
your target through active and passive reconnaissance.
Chapter 6 begins with an in-depth discussion of strategic and tactical components
of effective social engineering. This is followed by tactical examples of spear phishing
a target through remote technical means such as e-mail and building effective phishing
websites.
Chapter 7 moves on to targeting remote users at their homes and other locations.
This chapter focuses primarily on exploiting wireless vulnerabilities that can allow us
to easily and anonymously exploit these users. This includes targeting wireless
networks and vulnerabilities, as well as creating the most effective rogue access points
and exploiting wireless clients and communications.
Chapter 8 demonstrates how to create and use traditional audio, video, and GPS
bugs to monitor key locations and individuals. This is followed by details on how to
create and program next-generation hardware-based backdoors such as the Teensy
17

device, as well as backdoored hardware such as laptops and smart phones.
Chapter 9 goes in depth into circumventing many of the most common physical
security controls and physically infiltrating target locations. Copious examples and
useable tools and techniques are covered in detail.
Finally, Chapter 10 closes with a discussion of the types of software backdoors that
can be used throughout all of the previous attack phases to maximize the effectiveness
of any attack. This includes code examples as well as functionality that may seem
somewhat low tech but will provide great results.
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Introduction

ou didn’t realize it, but when you decided to use the Internet, a computer, that new
Y
cell phone, even Facebook and Twitter, you joined a war. Whether you know it or not,
this is war and it’s making us all soldiers. Some of us are peasants with pitchforks, and
others are secret agents with sniper rifles and atom bombs.
In the past, when a bank had to account for security, they only had to worry about
physical threats and tangible people. Nowadays, American banks are being attacked
by intruders from countries with unfamiliar names who utilize attacks that exist only
digitally, in electricity, transistors, 1’s and 0’s. Businesses as old as dirt have to deal
with twenty-first century invisible, ethereal, and complicated threats. How well do you
think they’re holding up? Many systems and controls are available to deal with
physical threats, including the law. In the past, if you were caught trying to rob a bank,
you could spend serious time in prison, as there are laws that make this illegal.
Unfortunately, American law is struggling to deal with this constant barrage of foreign
attackers. In addition, the Internet makes it possible for an attacker to appear to
originate from any country he wishes.
In the modern digital era, everyone connected to the Internet is under constant
attack, both businesses and home users. Is there a purpose to this barrage of attacks?
Many times, the people compromised are just random victims of criminals who want
to steal as much data as possible, package it up, and sell it to the highest bidder.
“But I don’t have any data that’s valuable to a criminal.” This is such a common
statement from people who don’t understand the threats, their capabilities, or their
motives. Of course, a criminal doesn’t really care about your apple pie recipe or your
vacation pictures, but even with zero data, your computer resources are still valuable
to an attacker. A compromised computer represents another processor to attempt to
crack passwords, send spam e-mail, or another host to help knock down a target in a
distributed denial of service (DDoS) attack.
This world has become a playground for anyone who understands technology and
is willing to bend the rules. By manipulating technology or people in unanticipated
ways, an attacker is able to accomplish the seemingly impossible. This doesn’t just
include criminals, although the criminal element is huge, pervasive, and only
increasing in efficacy—anyone can put in the time to learn about our technologywarped world. We now live in an age where anything is possible. In Chapter 2, you’ll
see real-world examples demonstrating some interesting and enlightening examples.
For those who understand technology, we live in an extremely interesting time.
We’re reminded on an almost daily basis of the struggles of corporations by headlines
alerting us to the latest breach. Major parts of the American infrastructure have been
called “indefensible” by those tasked with ensuring its security, and nation-states have
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